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Use Case

• Background: Social Book Search 

• Anonymizing user data for research 

• Questions on privacy and ethics



Search on LT Forums







Personal Profile



Personal Catalogue



User Data
• This is derived from publicly available data.  

• Why useful for search engine research? 

• Forum requests help understand search 
needs and behaviour 

• User tags & reviews help index books 

• User profiles help personalise search results





Netflix Data Issues
• De-anonymization of Netflix users (Narayanan & 

Shmatikov, 2008) 

• ‘The issue is not “Does the average Netflix 
subscriber care about the privacy of his movie 
viewing history?,”  

• but “Are there any Netflix subscribers whose 
privacy can be compromised by analyzing 
the Netflix Prize dataset?”’



Anonymizing LT Profiles
• Anonymize username, remove member info 

• Remove day from cataloguing date (year-month) 

• alternative: remove dates, retain order 

• Swap 1-5 books in catalogue with random other 
user 

• adds noise but item popularity remains stable



Example Profiles
# user-id    book-id entry-date rating tags 

u8218518   952822        2012-02         0.0 

u8218518   3344349      2012-02        0.0 

u8218518   2317257      2012-02       10.0 

u8218518   6415999      2012-02        8.0 

u8218518   5525956      2012-09        0.0 

u8218518   842432        2012-02        8.0 

u8218518   3171103      2012-02        4.0 

u8780837   542201        2009-05       10.0       tarot 

u9054475   5403381      2010-11       10.0       potter, philosopher, Harry, stone 

…



Gathered Data
• 130,000 forum threads 

• posts, dates, book/author mentions 

• 94,000 user profiles 

• books, cataloguing months, ratings, tags 

• Use in research to improve algorithms 

• scientific practice urges sharing data



Remaining Issues

• profiles are highly unique 

• sparse data make identification easy 

• Idiosyncratic tags: personal, unusual 

• perfect for identifying specific users 

• What if users change/remove their profiles?



Questions

• Can this be used for research? Under what 
conditions? 

• Does anonymisation/distortion change privacy 
status? 

• Under what conditions can this be shared with 
peers?


